NudopmanuonHas naMATKa VI 00y4aOIMINXCH

C KaXJbpIM TOJJOM MOJIOJIEKH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJIBHUKUA OJHU W3
caMbIX AaKTHBHBIX IIOJb30Barenell PyHera. Mexny TeMmM, IOMHUMO OIPOMHOIO KOJMYECTBA
BO3MOXKHOCTEH, MHTEPHET HEeCeT U MpoOJieMbl. DTa maMsATKa JOJDKHA MOMOYb Tebe Oe30macHo
HaXOJIUThCS B CETH.

Komnvromepnoie supycoi

KomnbroTepHblii  BUPYC — 3TO  pa3HOBMJIHOCTb  KOMIIBIOTEPHBIX  IPOTrpaMM,
OTJIMYUTENFHOH OCOOCHHOCTBIO KOTOPOHM SIBISIETCS CIIOCOOHOCTh K pa3MHOXEHHI0. B
JIONIOJIHEHUE K 3TOMY, BUPYChl MOT'YT MOBPEIUTh WJIM MOJHOCTBIO YHHYTOXUThH Bce (ailiibl u
JlaHHbIE, MOJKOHTPOJIbHBIE I0JIb30BATEN0, OT UMEHM KOTOpPOro Obula 3amylleHa 3apakEHHas
porpaMmMa, a TaKKe MOBPEIUTh WM JaK€ YHUYTOXKUTh ONEPALlMOHHYK0 CUCTEMY CO BCEMH
¢aiinamu B 11esioM. B 601bIIMHCTBE CilyyaeB pacIpOCTPaHSIIOTCS BUPYCHl Uepe3 HHTEPHET.

MeTo/1b1 3a1IUThl OT BPEJOHOCHBIX MPOTrpamMM:

1. Hcnonb3yit cOBpeMEHHbIE OINEPALMOHHBIE CUCTEMBbI, UMEIOLNE CEPhE3HBIA YPOBEHb
3alUThI OT BPEAOHOCHBIX IIPOTPaMM;

2. IlocrosiHHO ycTaHaBiaMBai nauTd (UU(POBBIE 3AIUIATKU, KOTOpbIE aBTOMATHYECKH
YCTQHABJIMBAIOTCS C LENBIO MOpaOTKHM MpPOTpaMMBbl) M Jpyrue OOHOBJICHHUS CBOEH
ornepalnoHHOM cucteMbl. CkauMBail X TOJBKO ¢ OPULIMAIBHOTO caiiTa pa3paboTyuka
OC. Ecnu cyiecTByeT pekuM aBTOMAaTHYE€CKOTO OOHOBJICHUS, BKIIIOUH €T0;

3. Paborail Ha cBOeM KOMIIbIOTEpE IO/ ITPaBaMu I0JIb30BaTENs, @ HE aIMUHUCTPATOPA.
OTO HEe MO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MNPOrpaMM HHCTAJLIMPOBAThCA HA
TBOEM IEPCOHAIILHOM KOMIIBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIE ITPOrPAMMHBIE MTPOIYKThI U3BECTHBIX IIPOU3BOJUTEINEH, C

aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

Orpanuub pU3NYECKUI TOCTYN K KOMIBIOTEPY /7151 HOCTOPOHHUX JIMIL;

6. Vcnonp3yii BHEIIHWE HOCUTENU HHPOPMALUK, TaKue Kak (iemka, 1McK win (ain u3
MHTEPHETA, TOJIBKO U3 MPO(EPEHHBIX UCTOUYHUKOB;

7. He oTkpeiBaii KOMIbIOTEpHBIE (hailiibl, MOJyYEeHHbIE M3 HEHAAEKHBIX HMCTOUYHUKOB.
Haxxe Te aiinbl, KOTOpble MNpuUcCIal TBOM 3HakoMbli. Jlyuiie yTouHu y Hero,
OTIPABJISUI JIU OH TeOe HX.
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Cemu WI-FI

Wi-Fi - 910 He BHJ epeiauu JaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIIb OpeHn, Mapka. Emie
B 1991 rony Hunepnanjackass kommnanusi 3apeructpuponana Opern «WECA», uro 0603Hayano
cioBocouetanue «Wireless Fidelity», KoTOpblIif mepeBoAUTCS Kak «OecIpOBOIHAS TOYHOCTD.

Jlo Hamero BpeMeHHM Joluia apyras aOO0peBwarypa, KOTOpasl SIBISETCS TaKOW XKe
TexHoyiorueit. 3to abopesuarypa «Wi-Fi». Takoe HazBaHue ObUTO JAaHO C HAMEKOM Ha CTaHAAPT
BBICIINI 3BYKOBOM TexHUKU Hi-Fi, 4To B mepeBoie 03HaYaeT «BBICOKAS TOYHOCTHY.

I[a, OcCIIIaTHBIN HUHTCPHET-AOCTYII B Ka(be, OTCJIEIX U a3poIriopTax SBJISACTCA OTJIMIHOM
BO3MOXHOCTBIO BbIXOJia B UHTCPHCT. Ho muoTHE OKCIICPThI CUUTAKOT, YTO O6H.[€)]OCTy1'IHI)Ie Wi-

Fi cetu He saBnsAroTCS OE30IIaCHBIMMU.

Cogertsl 10 Oe3omacHOCTH paboTte B 00mmeaocTynHbIx ceTsix Wi-fi:
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He mepenaBaii cBoro nuuHyro uH(popmanuio uepe3 obmemoctymueie Wi-Fi ceru.
PaGoras B HuX, ’XelaTeabHO HE BBOAWUTH IMAPOJU JOCTYIA, JIOTUHBI M KaKHE-TO
HOMEPA;

Hcnonb3yit 1 OOHOBISAN aHTUBUPYCHBIE IPOrpaMMBbl U OpaHamayep. TeM cambIM Thl
obe3omacuib ceds OT 3aKaYKu BUPYyca Ha TBOE YCTPOMCTBO;

IIpu ucnons3zoBanuu Wi-Fi otkimoun ¢yHkmuo «OO0mmit goctyn k daiinam u
npuntepam». JlanHas (QYHKIUS 3aKpbiTa [0 YMOJYaHHUIO, OJHAKO HEKOTOpHIE
I0JIb30BATEIN AKTUBUPYIOT €€ JUIsl yA00CTBa UCIIONIB30BaHUS B paboTe win yueoe;

He ucnone3yit nyOnuunsiii WI-FI anst mepenayn TUYHBIX JaHHBIX, HapuUMep s
BBIXO/Ia B COI[MAJIbHBIE CETU WJIH B JIEKTPOHHYIO MOUTY;

Nnonp3yit Tonpko 3amuiueHHoe coeaunenue uyepes HTTPS, a ue HTTP, t.e. npu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

B moOunbHOM Tenepone otkmoun  QyHkumioo  «[loakmouenne k- Wi-Fi
aBTOMaTuyecku». He gomyckaili aBTOMaTH4eckoro moJKI0YeHHs YCTPOMCTBA K CETIM
Wi-Fi 6e3 TBoero cornacusi.

COI/;I/ICZJZbele cemu

ConuasibHble CETH aKTMBHO BXOJST B Hallly H3Hb, MHOTHE JIOAM PaOOTAIOT U JKUBYT
TaM IMOCTOSIHHO, a B Facebook y»ke 3apernctpupoBaH MHIIIMAPA YEJIOBEK, YTO SBISETCS OJHOM
CeIbMOW BCEX JKUTENEH IJIaHeThl. MHOTHE MOJB30BATEIM HE MOHUMAIOT, YTO WH(pOpMAIHS,
pasMelleHHas UMU B COLIMAIbHBIX CETAX, MOXKET ObITh HAalJJeHa M UCIOJIb30BaHa KEM YTO/IHO, B
TOM 4HCJI€ HE 00513aTeNbHO ¢ OJ1aruMy HaMEPEHHUSIMHU.

OCHOBHBIE COBETHI IO O€30AaCHOCTH B COMAJIBHBIX CCTAX:

1.

2.

Orpanuub CHUCOK Jpy3ed. Y TeOs B ApPY3bAX HE JODKHO OBITh CIy4YallHBIX U
HE3HAKOMBIX JIFOJICH;

3amumiail cBO 4YacTHYIO *H3Hb. He ykasbiBail maponu, TeinedoHbI, aapeca, IaTy
TBOETO POXIEHUA M JPYIyl0 JUYHYIO HHPOPMALHIO. 3JIOYMBINIJICHHUKA MOTYT
UCIONIb30BaTh Jake MH(OpPMAIMIO O TOM, KaK Thl U TBOU POAMTENH IJIaHUpPYyeTe
MPOBECTH KAHUKYJIbI;

3amuimiai CBOI penyTaiuio - AepKH €€ B YUCTOTE U 3a7aBail cebe BOIpOc: XoTen Obl
ThI, YTOOBI JAPYTHE MOJIb30BATEIN BUJIETH, YTO ThI 3arpyxaemb? [logymaii, mpexae
9YeM YTO-TO OMYyOJIMKOBATh, HAMUCATh U 3arPY3UTh;

Ecau TeI TOBOpUIIB € JIIOJBMH, KOTOPBIX HE 3HAEIIb, HE MCIIOIB3YH CBOE peajbHOE
UMs U JIpYTYI0 JUYHYI0 WHGOpPMAIMU: HMS, MECTO YXKUTEIbCTBA, MECTO Y4eObl W
npouee;

N3beraii pazmemenus ¢otorpaduii B IHTEpHETE, T/Ie THI M300pa’keH Ha MECTHOCTH,
0 KOTOPOI MOKHO OTIPEJIEITUTH TBOE MECTOIOJIOKEHNUE;

[Ipu peructpaiuu B COIMAIBLHON CETH HEOOXOAUMO UCTIOIB30BaTh CIOXKHBIE MAPOJIH,
cocrosre u3 OyKB ¥ UQP U ¢ KOJTUISCTBOM 3HAKOB HE MEHEE §;

JlJis conManbHOM CeTH, MOUTHI U APYTUX CAaWTOB HEOOXOAMMO HCIIONH30BATh Pa3HbBIE
naposid. Torga ecnu Te€0s B3IOMAIOT, TO 3JIOYMBIIUICHHUKH MOTYYaT JTOCTYI TOJHKO
K OJJTHOMY MECTY, a HE BO BCE Ccpa3y.

OnexmponHvle OeHbeu

3J'ICKTpOHHBIe JACHBI'M — OTO OYCHb y,Z[O6HBII>'I CII0c00 HJ'IaTe)KefI, OIHAaKO CYHICCTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT MOJYUYNUTH OTU ACHBI'U.

SHGKTPOHHBIG JCHBI'H IIOSABHJIMCH COBCEM HCIAaBHO W HMMCHHO H3-3a 3TOI'O BO MHOI'MX
rocyaapCTBax A0 CHUX IOP HE NPOMNHCAHO IIPO HUX B 3aKOHAX.
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B Poccun sxe onn QyHKIHOHUPYIOT M O HUX YK€ IPOMUCAHO B 3aKOHE, /1€ UX Pa3JeNsioT
Ha HECKOJIbKO BUJIOB — AHOHMMHbIC U HE aHOHUMHBIE. Pa3HuIia B TOM, 4YTO aHOHUMHBIE - 3TO T€,
B KOTOpBIX pa3peliaercs MNPOBOAWTH omepanuu 0e3 HASHTHU(PHUKAIUU I[OJb30BaTeNsd, a B
HEAaHOHUMHBIX UACHTU(DUKAIINH [TOJIB30BATENIS SBISICTCS 00S3aTEIILHOM.

Taxoke cienyer pa3nnyarh 3JCKTPOHHBIE (UaTHBIE ACHBIH (paBHBI IOCYJApCTBEHHBIM
BaJIIOTaM) U DJIEKTPOHHbBIE HEHUATHBIE IEHBI'H (HE paBHBI TOCYJApPCTBEHHBIM BAJIIOTaM).

OcHOBHbIE COBETHI 110 0€3011aCHOM paboTe ¢ 3JIEKTPOHHBIMU JIEHbIaMHU:

1. IlpuBsku K cyeTy MOOWIBHBINA TenedoH. DTO camblil yIOOHBIH U OBICTPBIM CIIOCOO
BOCCTAHOBUTh AOCTYN K cueTy. IlpuBs3anHHbli TesneoH MOMOXKET, eciau 3adynaellb
CBOU IUIATEKHBIN MapoJib WK 3aiJEIb HA CAUT C HE3HAKOMOI'O0 YCTPOMCTBA;

2. Hcnonw3yit ogHopaszoBble mapoid. [locie mepexoja Ha yCHIIEHHYIO aBTOPH3ALMIO
TeOe yxe He OyeT yrpokaTh OIacCHOCTb KPaky HITU IepexBaTa IIaTeKHOTO MMapoIis;

3. Bribepu cnoxubslii napoisib. IIpecTynmHukam OyaeT He MPOCTO Yrajarh CIOXKHBIH
napoib. HaznexHsle mapoiau — 3To mapoJid, KOTOpPBIE COiepKaT HE MEHEE 8 3HAKOB U
BKJIIOYAIOT B c€0sl CTPOYHbBIE U MPOIMUCHBIE OYKBBI, HUPPbl U HECKOJIBKO CUMBOJIOB,
TaKWe KaK 3HaK Jiojuiapa, GyHTa, BOCKIMIATEIbHbIN 3HaK u T.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMUHbIE JJAaHHbIE HA caliTaX, KOTOPHIM HE JOBEPSEIb.

9ﬂ€Kmp0HHaﬂ noima

DJNEeKTPOHHAs MOYTa — 3TO TEXHOJIOTUS U MPEI0CTABISIEMbIE €10 YCIYTH 10 MEPEChUIKE U
MOJYYCHUIO DIIEKTPOHHBIX COOOIIEHHH, KOTOpPBIC PACHPEACISIOTCS B KOMIIBIOTEPHOW CETH.
OOBIYHO ~ BJIEKTPOHHBI  IMOYTOBBIM  SAIIMK  BBIJISIAUT — ClEAyOLMM  o0Opa3oM:
UMS_TIONIb30BATEISI(@UMSL_JOMeHa. Takke KpoMme IMepeladyd MpOCTOrO TEKCTa, HMEETCs
BO3MOYKHOCTb IepesiaBaTh (paiibl.

OcHOBHBIE COBETHI M0 Oe30MacHoil paboTe ¢ 3IEKTPOHHOM MOYTOM:

1. Hapno BeIOpaTh mpaBHIIbHBIN OUTOBBIN cepBUC. B MHTEpHETE €CTh OrpOMHBIN BBIOOP
OecCIUIaTHBIX MOYTOBBIX CEPBHCOB, OJTHAKO JIy4lle JOBEPSTh TEM, KOTO 3HAaellb U KTO
IIEPBBII B PEUTHHTE;

2. He yxaspiBaii B IM4HOH moure auuHyo MHGopmManuio. Hanpumep, nyunie BeIOpaTh
«MY3BIKATBHBIA _(haHaT@» unu «pok2013» BmecTo «remal3»;

3. Hcnonp3yit ABYX3TalHYO aBTOPU3AIMIO. DTO KOT/Aa TOMUMO MapoJisi HY>)KHO BBOJUTD
KOJI, IpHUChIIaeMbIil o SMS;

4. BoiOepu cioxHbIM maponb. s KakIoro MOYTOBOrO SIIMKAa JOJDKEH OBITh CBOM
HAJIe)KHBIM, YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ectb BO3MOXHOCTh HalUcaTh CaMOMY CBOW JIMYHBIH BOIPOC, UCHOJIB3YH 3TY
BO3MOKHOCTB;

6. Vcnonp3ylh HECKOJBKO MOYTOBBIX SIIUKOB. IIepBbI 11 YacTHOM MNEpenucku c
ajgpecaramMM, KOTOPBIM Thl JIOBEps€llb. OTO DJIEKTPOHHBIA ajapec HE Haluo
MCIOJIb30BATh MPU PETUCTPALIUH HA GOopyMax U calTax;

7. He otkpbiBail ¢ailnbl U Jpyrue BIOKEHHUS B MHUCbMax JaXe €ClIM OHU MPUIIU OT
TBOMX Jipy3ei. JIyullie yTouHH y HUX, OTIIPABIISIIN JIM OHU TeOe 3TU (ailibl;

8. Ilocnme okoH4aHWsi pabOTHI Ha TIOYTOBOM CEPBHUCE TIEPEN 3aKPBITHEM BKIIAIKU C
caiiToM He 3a0yab HaKaTh Ha «BBIATHY.
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Kubepbynnune unu eupmyanvnoe uzoesamenbCcmeo

KubepOymmuar — mpecieoBaHue COOOIICHUSMH, COACPIKAITUMHU  OCKOPOJICHUS,
arpeccuio, 3alyruBaHNe; XYJIUTAaHCTBO, COLUATbHOE OOMKOTHPOBAHKE C TMOMOIIBIO Pa3IMYHBIX
UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 O0PLOE ¢ KHOEPOYIITUHTOM:

1. He Opocaiica B 60i. Jlyummii crioco0: mOCOBETOBAaTbCS Kak ceOst BECTH M, €CJIM HET

TOT0, K KOMY MOKHO OOpaTUThCS, TO BHayalle YCIOKOUThCA. Eciu Thl HauyHeNIb

OTBEUYaTh OCKOPOJCHHUSIMH Ha OCKOPOJICHUS, TO TOJIBKO eIle OOJBINE Pa30KKeIllb

KOH(JIUKT;

VYnpasisii cBoeii kubeppernyTanuei;

3. AHoHUMHOCTH B ceTH MHHMAas. CyIIECTBYIOT CHOCOOBI BBISICHUTb, KTO CTOMUT 3a
AHOHUMHBIM aKKayHTOM;

4. He cTouT BecTH XyIUTAHCKHUI 00pa3 BUPTYyaabHOU kU3HH. IHTepHET duKcupyer Bce

TBOM JICUCTBUS U COXPAHSCT UX. Y JAIUTh UX OYyJET KpallHe 3aTPYAHUTEILHO;

Cobmroait CBOM BUPTYaJbHYIO YECTh CMOJIOAY;

6. Urnopupyiéi enuHWYHBIN HeraTuB. OIHOpa30BBIE OCKOPOUTEIBLHBIC COOOMICHUS
myy4iie urHopupoBaTh. OOBIUHO arpeccus MpeKpalaeTcs Ha Ha4albHOM CTaIuu;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOILIEHUSMH, B COLIMATIBHBIX
CeTSIX €CTb BO3MOXKHOCTH OJIOKHPOBKH OTIPABKH COOOIIEHUN C OMpeaeTeHHbIX
a/1pecoB;

8. Ecmm T1b1 cBumerens kubepOymnuHra. TBou AeicTBHUS: BBICTYNUTh MPOTHB
IpecienoBarTeNs, IO0Ka3aTh €My, YTO €ro JEHCTBHUS OIICGHHUBAIOTCS HETaTHBHO,
MOAJEPXKaTh JKEPTBY, KOTOPOM HYXKHA TMCUXOJOTHYECKas IOMOIb, COOOUIUTH
B3pOCIBIM O (paKTe arpeCCHBHOTO TIOBEACHUS B CETH.

N
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Mobunvueiit meneghon

CoBpeMeHHble CMapT(hOHBI W TUIAHIIETHI COJEPKaT B ceOe BIOJTHE B3POCIBIMA
GyHKIIMOHAT, W Temepb OHU MOTYT KOHKYPHUPOBaTh CO CTAallMOHAPHBIMH KOMIIBIOTEpAMHU.
OnHako, CpeaCTB 3alUThI IS TOAOOHBIX YCTPOMCTB MOKa OYeHb Majio. TeCTUpOBaHHE U TIOUCK
YS3BUMOCTEM B HMX MPOUCXOAMT HE TaKk MHTeHcUBHO, Kak ansa 1K, To xe camoe kacaercs u
MOOMIIBHBIX MPUITOKECHHIM.

CoBpeMeHHbIE MOOMIIbHBIE Opay3ephl y)Ke MPaKTUUECKH JOTHAIM HACTOJIbHBIE aHAJIOTH,
OJIHAKO paciupeHue (yHKIMOHAIa BIedeT 3a C0o00i OONBIIYI0 CI0XHOCTh W MEHBIIYIO
3aIMIIEHHOCTb.

Hanexo HC BCC MPOU3BOAWTCIIN BBIITYCKAIOT O6HOB.]'IGHI/I${, 3aKpBIBAIOIIUE KPUTUUCCKUE
YA3BUMOCTHU [JIA CBOUX YCTpOﬁCTB.

OcHOBHBIE COBETHI /17151 0€30MaCHOCTH MOOHMIIBHOTO TeledoHa:

1. Huuero He sBnsieTcs Mo-HacToseMy OecruiaTHBIM. byas octopoxeH, Beab Korja
Tebe mpeiaraloT OeCIUIaTHBIA KOHTEHT, B HEM MOTYT OBbIThb CKPBITBI KaKHE-TO
IJIaTHBIE YCIIYTH;

2. Jlymaii, npexze yem otmpaButh SMS, ¢oto mnu Buzneo. Thl TOUHO 3HAEIIb, I7I€ OHU

OyayT B KOHEUHOM HTOTE?

Heo6x011Mo 00HOBIISATH ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(OHa;

4. Vcnonb3yil aHTUBHPYCHBIE IPOTPaMMBbI J1JIsi MOOUJIbHBIX Tee()OHOB;

w
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5. He 3arpyxaii npuioKeHusi OT HEU3BECTHOTO HCTOYHUKA, BEIb OHU MOTYT COJIEP>KATh
BPEIOHOCHOE MPOTrpaMMHOE 00eCIIeUeHUE;

6. Ilocne Toro xaxk Thl BBIWICIIL C CaiiTa, I'/ieé BBOAWI JMUHYIO MH(OPMAIHIO, 3alI1 B

HaCTpPOMKHU Opay3epa u ynanu cookies;

[Teproandecku nMpoBepsiii Kakue IIaTHbIC YCIYyTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBoii HOMep MOOMIIBHOTO TejeOoHa TOJIBKO JIOJSM, KOTOPHIX Thl 3HACIIb U
KOMY JTOBEPSICIIb;

9. Bluetooth gomxkeH ObITh BBIKJIIOYEH, KOTJa Thl MM HE ToJib3yenibes. He 3a0piBaii
WHOTJIa TIPOBEPATH ITO.

~

Online ueput

COBpeMeHHHe OHJIElfIH-PII‘pLI — OTO KpaCOYHBIC, 3aXBaTbIBAIOIIMUC PaA3BJICUCHUS,
O6’B€I[I/IH${I-OIHI/IG COTHH TBICAY YECJIOBCK II0 BCEMY MHUPY. HrpOKI/I HUCCIICAYIOT ,Z[aHHBIfI HM MHUD,
06H.[3.IOTC$I ApPYyr C APYroM, BBIIIOJIHAIOT 3adaHUsA, CPpAXKAOTCA ¢ MOHCTPpAMU W MOJYYarOT OIIBIT.
3a YAOBOJIbCTBHUEC OHH IUIATAT: IOKYIIAIOT AHUCK, OIVIAYHUBAKOT a0OHEMEHT WIH an/I06peTa}0T
KaKue-TO OIIIIMH.

Bce atm cpexcrBa MIyT Ha INOAACpPKAHUME W Pa3BUTUE UIPHI, a TaKKe Ha camy
0€30I1aCHOCTb: COBEPLUCHCTBYIOTCSI CHCTEMBbl aBTOPU3AlLlMM, BBIITYCKAIOTCA HOBBIE MAT4U
(unpoBbIe 3aIUIATKA AJIST IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOZ[O6HI)IX HUrpax CTOUT oOIlacaTbCd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaKu
TBOCTO I1apO0JIsd, HAa KOTOPOM OCHOBaHa CUCTEMA aBTOPHU3alIUN OOJILIINHCTBA urp.

OcCHOBHbBIE COBETHI 10 0€30MaCHOCTH TBOETO UTPOBOT'O AKKAYHTA:

1. Ecnu apyroit urpok BeaeT cedsl IoXo Wi co37aeT TeOe HeMPUATHOCTH, 3a0JIOKUPYH
€ro B CIIUCKE UTPOKOB;

[Toxamyiicds anIMMHHCTpAaTOpaM UIPbl Ha INIOXO€ IIOBEJIEHHE J3TOr0 HIPOKa,
JKEJIaTEIbHO IPUIIOKUTDH KAKHE-TO JOKA3aTeIbCTBA B BUJIE CKPUHOB;

He ykaspiBail muunyto nHpopmMaiuio B podaiine urpsi;

VYBaxall Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeouMaabHbIe TATYH U MO/IBI,

Hcrnons3yi ClI0XKHBIE U pa3HbIE NTAPOIIU;

Jlaxxe BO BpeMsi UIPbl HE CTOMUT OTKJIIOYATh aHTUBHpYC. lloka TeI Wrpaems, TBOM
KOMIIBIOTEP MOTYT 3apa3UTh.

N
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Duune unu Kpaosica Tu4Hblx OaHHbBIX

OObI4HOM Kpa)l(eﬁ ACHCTI U NOKYMCHTOB CETOIOHSA YK€ HHUKOIO HE y)II/IBI/IfH_II), HO C
pasBUTHEM I/IHTepHeT-TeXHOJ'IOFI/Iﬁ 3JIOYMBIIIJICHHUKHW  TIEPEMECTUIIMCE B  HUHTCPHET, H
MpoaOJIKAKOT 3aHUMATHCA «TIOOMMBIM)» ACIIOM.

Tak mosiBUIach HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WIM (UIIMHT, TJIaBHAs IIeTb
KOTOPOTO COCTOMT B TIOJYYE€HHUH KOH(HICHIMATBHBIX JaHHBIX TOJH30BATEIIC — JIOTHHOB H
naposieil. Ha anrnuiickom si3bike phishing unraercs kak ¢ummunr (ot fishing — priGHas noBis,
password — mapouis).

OcHOBHBIE COBETHI 110 O0PHOE C PUIIUHTOM:

1. Cnemn 3a cBouM akkayHTOM. Ecim Tl MOmoO3peBaelib, YTO TBOSI aHKETa ObLia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBATh €€ M COOOIHMTH aJIMHHHCTPATOpPam
pecypca 06 3TOM Kak MOKHO CKOpEe;
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2. Hcnonp3yii 6e30macHble BeO-CalThl, B TOM YHUCIIE, UHTEPHET-Mara3nHoOB 1 MMOMCKOBBIX
CHCTEM;

3. Hcnonp3yit cioxkHbIE U pa3Hble maponu. Takum o0Opa3oM, eciu Tedsl B3IOMAIOT, TO
3JI0YMBIIIJIEHHUKH 110JIy4aT JOCTYIH TOJIBKO K OJJHOMY TBOEMY IPOQIIIIO B CETH, a HE
KO BCEM;

4. Ecnu Te0s B3AOM@IM, TO HEOOXOAMMO MpenylnpeluTh BCEX CBOMX 3HAKOMBIX,

KOTOpBIE 0OaBJIEHBI y TeOS B APY3bsX, O TOM, YTO T€Os B3JIIOMAJIH U, BOZMOXKHO, OT

TBOET0 UMEHM OYZET PacchlaaThCs CIaM U CChUIKM Ha (PUIMHIOBBIE CATHI;

YcranoBu HagexHbii mapois (PIN) Ha MoOMIbHEIH TenedoH;

OTKII04M cOXpaHEeHue Maposist B Opaysepe;

7. He otkpbiBail (aiinbl U Apyrue BIOKEHUS B MUChMax Ja)Xe €CIU OHHM MPHUIUIA OT
TBOMX Jpy3el. JIyullie yrouHu y HUX, OTIIPABIISIN JIM OHU TeOe 3TU (ailiibl.

oo

Lugposas penymayus

[Mudposas penyranus - 3TO HEraTUBHAs WIM MO3UTHUBHAs MH(pOpMalMs B CETU O Tebe.
Kommpomerupyromass nHGOpManusi pa3MelIeHHass B MHTEPHETE MOXKET Cephe3HBIM 00pa3oM
OTpa3uTbcs Ha TBOeH peanbHOH >xu3HuU. «Lludposas penyranus» - 3TO TBOW UMUK, KOTOPBINA
dopMmupyercs u3 uHpopMaluu o Tede B UHTEPHETE.

TBoe MecTo xuTeNbCTBA, YueObl, TBOE (PUHAHCOBOE MOJIOKEHNE, OCOOEHHOCTH XapakTepa
U pacckasbl 0 OJIM3KHMX — BCE 3TO HAKAIJIMBACTCS B CETH.

MHorue noJpoCcTKU JErKOMBICIEHHO OTHOCATCA K MyOJIMKAIMKU JTUYHON MHPOpMAIuU B
WNurtepuere, He TOHUMAs BO3MOXKHBIX MOCHEACTBUNA. ThI 1ayke HE CMOXKEIIb JA0TafaThCsi O TOM,
yto dotorpadus, pa3mellieHHas 5 JeT Ha3a/l, cTaja MPUYNHON 0TKa3a MPUHATH TeOs Ha padoTy.

KommenTapuu, pasmemieHue TBoMX ¢ororpaduil U apyrue JedcTBHS MOTYT He
WCYE3HYTh Ja)Xe IIOCJIE€ TOro, KaK Thl MX yAanumb. Tbl HE 3Haellb, KTO COXpPAaHUI ITY
UH(OpPMaLIKIO, MoMaia JU OHA B IMOMCKOBBIE CUCTEMbI M COXpPAaHHWJIACh JIM OHA, a TJIaBHOE: YTO
NOyMalOT O TeOe OKpYXkarollee JII0U, KOTOpble HallayT U yBUAAT 3T0. HaliTn undopmanmio
MHOI'O JIET CIYCTS CMOXeET 00N — Kak U3 J00phIX MOOYXJAEHUil, Tak U C HaMepeHHEeM
IPUYUHUTH BpeI. DTO MOKET ObITh KTO YTOJIHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(POBON PEIyTALNH:

1. Tlomymaii, mpexae 4eMm 4YTO-TO MyOJMKOBaTh U TepedaBaTh y ceOs B Oiore Wiu B
COITMAJILHOM CETH,

2. B mactpoiikax npoduisi yCTAaHOBU OTPAaHUYEHUS HA POCMOTP TBOETO MPOQUIIA U €ro
COAEPKUMOTO, CAETIAl €ro TOJBKO IS IPYy3ei»;

3. He pa3memaii 1 He yKa3piBail HHPOPMAIIUIO, KOTOpPasi MOXKET KOro-1H00 OCKOPOISTH
WU OOMXKATh.

Aemopckoe npago

CoBpeMeHHbBIE IIKOJbHUKH— aKTHBHBIC TIOJIB30BATEM IHU(PPOBOTO MPOCTPAHCTRA.
OpnHako JaneKko He BCE 3HAIOT, YTO MOJb30BaHWE MHOTUMHU BO3MOXKHOCTSIMU IU(POBOTO MHUpa
TpeOyeT coOJI0IeHNsI PAaB HA MHTEIJIEKTYaATbHYI0 COOCTBEHHOCTb.

TepMuH «UHTENIEKTyadbHasi COOCTBEHHOCTBY» OTHOCHUTCA K pPa3jIMYHbIM TBOPEHUSIM
YeJI0BEYECKOro yMa, HauMHasi C HOBBIX M300pETeHUH U 3HAKOB, 0003HAYAIONINX COOCTBEHHOCTh
Ha TMPOJYKTHl M YCIyT'M , W 3aKaH4yuBas KHHUramu, Qororpadgusmu, KUHOPUIBMAMHU U
MY3bIKAJIbHBIMU [TPOU3BEICHUAMM.
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ABTOpCKHeE ITpaBa — 3TO MpaBa Ha UHTEJUIEKTYaIbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHMUS
HAyKH, JIMTEPATYpPbl U UCKyCcCTBA. ABTOPCKHUE IIpaBa BBICTYNAIOT B KaU€CTBE rapaHTUHU TOTO, YTO
MHTEJJICKTYaJIbHBIA/TBOPUECKUN TPyA aBTOpa He OyneT HampacHbBIM, AAcT €My CIIpaBeAUBbIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3yibTaTax CBOETO TPyJa, MOJYyYUTh W3BECTHOCTh M MPU3HAHUE.
Huxkro 6e3 paspelieHus aBTopa He MOXKET BOCIIPOU3BOIUTE €r0 MPOU3BEICHUE, PACTIPOCTPAHSTH,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABATh, HWMIIOPTHPOBATH, IyCKaTb B MPOKAT, MyOJINYHO
UCIIOJIHSATH, IOKA3bIBATh/UCIIONHATH B 2dupe Wi pa3Meniath B UHTepHere.

Vcnonb30BaHue «IUpaTCKOro» NporpaMMHOro 00ecre4eHusl MOKET MPUBECTH K MHOTUM
pUCKaM: OT IOTEPHU JAHHBIX K TBOMM aKKayHTaM J0 OJIOKHPOBKM TBOETO YCTPOMCTBA, TIe
YCTAQHOBJICHHBII He JierajabHas mnporpamma. He crout Takke 3a0bIBaTh, YTO CYIIECTBYET
JerayibHbIe ¥ OeCIIaTHBIE TPOrPaMMbl, KOTOPhIE MOXXHO HAWTH B CETH.

O nopmane

CereBn4oK.p) — TBOH TJIABHBI COBETYMK B CETH. 3/J€Ch Thl MOXEMIb Y3HATh O
0€30MacHOCTH B CETU MOHATHBIM U JOCTYIHBIM SI3bIKOM, a NMPU BO3HHUKHOBEHHHM KPUTHUECKOM
CUTyaIlMd OOpaTUTHCA 3a COBETOM. A Tak)Ke MPUHATh Y4acTHE B KOHKYpCax U CTaTh CaMbIM
U(POBBIM TpakIaHUHOM !
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